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OWASP API Security Top 10 2023, API1 Broken Object Level Authorization: https://owasp.org/API- e
Security/editions/2023/en/0xal-broken-object-level-authorization/
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POST /vl1l/auth/password-reset HTTP/1.1
Host: api.example.com
X-Forwarded-Host: attacker.example
Content-Type: application/json
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HTTP/1.1 202 Accepted
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PortSwigger Web Security Academy, Password reset poisoning: https://portswigger.net/web-security/host- e
header/exploiting/password-reset-poisoning

OWASP Forgot Password Cheat Sheet: e
https://cheatsheetseries.owasp.org/cheatsheets/Forgot_Password_Cheat_Sheet.html

CWE-640: https://cwe.mitre.org/data/definitions/640.html e
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POST /v1/auth/login HTTP/1.1
Host: api.example.com
Content-Type: application/json

{"email": "customer—a@example.com", "password": "(guess 1 to 5,000)"}

Attempts sent 5,000 in 3 minutes 41 seconds
Answered 401 4,999

Answered 200 1 (attempt 3,112)

Answered 429 or locked 0
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OWASP Authentication Cheat Sheet: o

https://cheatsheetseries.owasp.org/cheatsheets/Authentication_Cheat_Sheet.html

OWASP API Security Top 10 2023, API2 Broken Authentication: https://owasp.org/API- e
Security/editions/2023/en/0xa2-broken-authentication/

CWE-307: https://cwe.mitre.org/data/definitions/307.html e
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OWASP Cross Site Scripting Prevention Cheat Sheet: e
https://cheatsheetseries.owasp.org/cheatsheets/Cross_Site_Scripting_Prevention_Cheat_Sheet.html
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GET /vl1/staff HTTP/1.1
Host: api.example.com
Authorization: Bearer (token of test customer A, ending 9f3c)

HTTP/1.1 200 OK
Content-Type: application/json

{"staff": [
{"name": "(removed)", "email": " (removed)", "role": "admin"},
{"name": "(removed)", "email": "(removed)", "role": "support"},

(9 more accounts)
1}
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OWASP API Security Top 10 2023, API5 Broken Function Level Authorization: https://owasp.org/API- e
Security/editions/2023/en/0xa5-broken-function-level-authorization/

CWE-862: https://cwe.mitre.org/data/definitions/862.html e
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(@lsilally JosaJl @lga &)ls]) NCA ECC: 2-2 o
(@logleall J] Jgog)l auds) ISO 27001: A.8.3 o

13 - info@thagharat.com - ALl - 7055275007 . w - wlyeil 3ilo dSe


https://owasp.org/API-Security/editions/2023/en/0xa5-broken-function-level-authorization/
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POST /v1/auth/logout HTTP/1.1
Host: api.example.com

Authorization: Bearer (token of test customer A, ending 9f3c)

HTTP/1.1 204 No Content

GET /vl1/orders HTTP/1.1
Host: api.example.com
Authorization: Bearer (the same token, after signing out)

HTTP/1.1 200 OK
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OWASP Session Management Cheat Sheet: e

https://cheatsheetseries.owasp.org/cheatsheets/Session_Management_Cheat_Sheet.html

CWE-613: https://cwe.mitre.org/data/definitions/613.html e
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https://cheatsheetseries.owasp.org/cheatsheets/Session_Management_Cheat_Sheet.html
https://cwe.mitre.org/data/definitions/613.html
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GET / HTTP/1.1
Host: portal.example.com
HTTP/1.1 200 OK
Content-Type: text/html; charset=utf-8
Strict-Transport-Security: max-age=31536000; includeSubDomains
Cache-Control: no-store
deogil
Referrer-Policy: strict-origin-when-cross—origing X-Content-Type-Options: nosniff (piwugsil gl
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OWASP HTTP Security Response Headers Cheat Sheet: e
https://cheatsheetseries.owasp.org/cheatsheets/HTTP_Headers_Cheat_Sheet.html

OWASP Secure Headers Project: https://owasp.org/www-project-secure-headers/ e
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https://cheatsheetseries.owasp.org/cheatsheets/HTTP_Headers_Cheat_Sheet.html
https://owasp.org/www-project-secure-headers/
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